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1. Giéi thiéu téng quan

Phan hé Quan ly Phan quyén va Nhém quyén (Permission Groups / Roles) |a trung tam bao mat va diéu phéi
kiém soat truy cap trén nén tang quan ly, giam sat giao thong va chiéu sang théng minh ITMS. Tinh nang nay
cho phép Quan tri vién thiét 1ap, tinh chinh cac vai trdo ngudi dung trong co cdu té chiic, phan bé chinh xac
quyén han theo nguyén tac dac quyén téi thi€u (Principle of Least Privilege).

Céc vai tro trong tam clia phan hé Quan ly Phan quyén bao gém:

® Quan ly Vai tré6 Nguei dung Tap trung: Chuan héa cac nhém vai tro nghiép vu (Quan tri vién, Ky su van
hanh, Nhan vién diéu phéi, Can bo bao tri...), tao nén tang gan quyén déng nhat cho nhiéu tai khoan ngudai

dung.

Cau hinh Ma tran Quyén Menu Pa cap: Cho phép tich chon chi tiét tiing quyén han nghiép vu trén hé
thong: Xem, Tao mdi, Chinh sua, X6a, Xudt Excel, Nhdp Excel doi véi tuing chiic nang quan tri va chlc nang
van hanh ngugi dung.

Phéan dinh Dia ban Tuyén dudng Chiéu sang: Phan cap khong gian quan ly dia ly theo so do6 cay phan cap
tuyén dudng, chi dinh nhan sy thuéc nhdom quyén phu trach ding cac khu vuc hoac toan bé mang ludi chiéu
sang do thi.

Lién két Quan ly Tai khoan & Kiém toan: Theo déi danh sach can bd, nhéan vién dang dugc ap dung nhém

quyén véi cong cu tim kiém va ca ché cudn tai dir liéu mugt ma.

Linh hoat Trang thai Van hanh: Ho trg chuyén déi trang thai Pang sir dung, Dung st dung, xba vai trd

khong con hiéu luc va xuat danh sach dinh dang Excel (.xlsx).

2. Diéu kién tién quyét & Phan quyén truy cap

DéE thuc hién cac tac vu trong phan hé Quan ly Phan quyén, ngudi ding can dap Ung cac diéu kién sau:

* Tai khoan: D3 dang nhap vao hé théng ITMS vai phién l1am viéc hgp 1é va thudc ding T6 chic (Tenant).

* Phan quyén ngudi dung: Tai khoan phai dugc quan tri vién cap cac quyén nghiép vu tuong Ung:



Quyén han

Xem danh sach
phan quyén

Tao méi phan

quyén

Chinh stra phan

quyén
Xéa phéan quyén

Xuat dir liéu phan

quyén

Xem phéan quyén
tuyén dudng

['NOTE]

Pham vi tac vu cho phép

Truy cap man hinh Phan quyén, tra c(tu tim kiém, loc theo trang thai, xem chi tiét thong tin

nhém quyén va danh sach tai khoan thudc quyén.

Khai tao nhém phan quyén mdi, thiét lap méa dinh danh va tén goi vai tro.

Cap nhat thong tin nhém quyén, cdu hinh ma tran quyén Menu chitc nang, phan cap tuyén

dudng phu trach va chuyén déi trang thai st dung (Tai s&t dung / DUng st dung).

Xba don 1é hodc xda hang loat cac nhém phan quyén khéng con ap dung trong hé théng.

Xuat danh sach cac nhém quyén ra tép bang tinh dinh dang Excel (xlIsx).

MG va thiét lap cay phan cap tuyén dudng chiéu sang dugc phép quan ly cho nhém quyén.

Nhém quyén hé théng (System Roles) dugc gan nhan bao vé dac biét dé dam bao tinh an toan kién tric. Quan
tri vién chi cé thé tinh chinh cac quyén tuong thich ma khéng dugc x6a bd hoac thay d6i ma dinh danh cua

nhom quyén hé thong.

3. Giao dién & Vi tri truy cap

3.1 Vi tri truy cap trén hé thong

1. Dang nhap vao hé théng ITMS.

2. Tai thanh diéu hudng bén trai (Sidebar), tim va nhap chon phan hé: Phan quyén (hoac Quadn ly tai khodn >

Nhém quyén).

3. Hé thong sé diéu hudng ngudi dung dén giao dién quan ly danh sach phan quyén chinh.

3.2 B6 cuc man hinh lam viéc chinh

Giao dién lam viéc dugc thiét ké truc quan, khoa hoc vdi 3 khu vuc chinh:



Téng quan / Taikhodn
I-"‘ST ‘ Nhg;mphﬁnquyé'n # o @ 4 o aw‘ys”fviﬂ—‘

TONG QUAN

@ Cai dgtmc dinh 3 ® Ding sirdung R @ Excel v

(0  mApHANGuYEN it TENPHANGUYEN it menu TUYEN BUGNG DANH SACH TAI KHOAN slibune
Nh6m phan quyén
R O test 2 test_2 & Thiétlap ® Thist lap <@ Xem Sirdung
O test2 test2 & Thiétlap ® Thist lap <@ Xem Sirdung
O buihuuch buihuuchau full quyén & Thiétlap ® Thist lap 2 Xem Sirdung
O Developer & Thiétlép @ Thiétlap R Xem Sirdung
@ Caidgthg théng
O test admin & Thiétlap @ Thiét lap R Xem Dimg sif dung
a PQO09 SaleManager & Thiétlép & Thiét lép 2 Xem Sirdung
O  paoog Marketing & Thiétlap & Thistlap 2 Xem Sirdung
1 Quén Iy khach hang
O  paooz Sales & Thiétlap & Thiét lap 2 Xem Sirdung
O  poos R&D @ Thiétlap ® Thist lap <@ Xem Sirdung
O  pqooa Hardware & Thiétlap ® Thist lap <@ Xem Sirdung
QUAN LY TiN HIEU GIAO THONG
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Hinh 1: Man hinh téng quan danh sach phdn quyén va nhém quyén.

1. Thanh céng cu diéu hudng (Toolbar phia trén):
- O nhap tir khoéa tim kiém nhanh theo ma hodc tén nhém quyén.
- Thé chuyén déi loc trang thai: Tat ca, Dirng sir dung.
- Nhém nut thao tac hang loat: Tai s&r dung (nGt mau vang cam), Dirng s dung (nGt mau xam), Xéa da
chon (biéu tugng thung rac mau do).
- NUt Tao méi (mau xanh duong) va nut Xuat Excel (biéu tugng tép tin).

2. Bang dir liéu phan quyén (Data Table & giira):
- Cot Hop kiém (Checkbox): Chon mét hodc nhiéu hang dé thuc hién cac thao tac hang loat.
- C6t Ma phan quyén: M3 dinh danh duy nhat (dang lién két nhap chuét dé xem chi tiét / chinh sira).
- Cot Tén phan quyén: Tén hién thi day du ca nhom vai tro.
- C6t Menu: Biéu tugng 16i tat cdu hinh ma tran quyén chic nang.
- Cot Tuyén dudng: Biéu tugng 16i tat cdu hinh dia ban tuyén dudng chiéu sang phu trach.
- Cot DS tai khoan: S6 lugng ngudi dung dang dugc gan nhom quyén kem lién két xem danh sach chi tiét.
- Cét Trang thai: Nhdn mau den (Pang st dung) hoac mau do (Dung su dung).

3. Thanh diéu khién phan trang (Footer phia dui):
- Hop chon s6 lugng ban ghi hién thj trén méi trang ( 10 , 20, 50 ).

- Cac nut diéu huéng chuyén trang trudc/sau, chi s trang hién tai va téng sé ban ghi trong hé théng.

4. Huéng dan thao tac chi tiét

4.1 Tra clu, tim kiém, loc trang thai va phan trang

Tim kiém nhém quyén theo tu khoa

Nguai dung cé thé tra ciru nhanh nhém quyén bang cach nhap Ma phan quyén hoac Tén phan quyén vao 6 tim

ki€ém trén thanh cong cu. Hé théng sé tu dong loc dit liéu sau 500ms ma khéng can bam thém phim xac nhan:
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@ Caid8t m&c dinh

Nhém phan quyén

B Caidthe théng

d Quén Iy khdch hang
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Téng quan / Tai khodn

Nhém phdn quyén

@ ® Dimg sitdyng
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O MA PHAN QUYEN

O dev

TEN PHAN QUYEN

Developer

MENU TUYEN DUGNG
@ Thit lap @ Thiét lap
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DANH SACH TAI KHOAN SUDYUNG

2 Xem Sitdung

Hinh 2: Nhép tu khéa tim kiém dé loc danh sach nhém quyén.

Loc nhém quyén theo trang thai hoat dong

Nh&p vao cac nit chuyén déi trang thai trén thanh cong cu dé€ phan loai danh sach nhém quyén:

* Tat ca: Hién thj toan b6 cac nhom quyén cé trong hé théng (bao gom ca dang si dung va diing st dung).

* Durng st dung: Chi hién thi cdc nhém quyén dang bi tam ngung hodc khéng con ap dung.

I71S|

TENG QUAN

@ Caidgt mgc dinh

Nhém phan quyén

B Cai d&thé théng

f1 Quén Iy khéch hang
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Nhém phén quyén

@) MA PHAN QUYEN

test

PQO03

PQO010000

TEN PHAN QUYEN

admin

Software

Systems

MENU TUYEN BUONG
& Thietlap & Thiét lap
& Thiétlap & Thiét lép
& Thiétlap & Thiét lap
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Hinh 3: Chon tab loc dé xem danh sdch cac nhém quyén dang tam dung sa dung.

[ITIP]
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DANH SACH TAI KHOAN SUDUNG
2 Xem Ding sif dung
2 Xem Diing sit dung
2 Xem Diing sit dung

Trang thai bo loc va tir khoa tim kiém dugc dong bé truc ti€p 1én dudng dan URL trinh duyét. Ban cé thé chia sé

lién két tra ctru nay cho déng nghiép cung xem két qua ma khong can thiét lap lai bo loc tur dau.



Thay d6i s6 lugng hién thi va chuyén trang
& chan bang dir liéu, ngusi dung cé thé:
* Nhép vao hép chon sé lugng ban ghi dé tly chinh hién thi 18 , 26 hodc 50 hang méi trang.

® Nhap vao cac phim mi tén hodc sé trang dé chuyén ti€p sang trang dir liéu tiép theo.
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Nhém phén quyén — i N N
0 test2 test_2 @ Thiét lop @ Thiét lp a2 Xem Sirdyng
O test2 test2 & Thiét 1ap & Thiét lap 2 Xem sirdung
O buihuuchou buihuuehau full quyén @ Thist lap @ Thiét lop 2 Xem Sirdung
O dev Developer & Thigt lap & Thidt lap a2 Xem Sirdung
B Cai d&t hé théng
O test admin @ Thiét 1op @ Thidt lop a2 Xem Dimg sir dung
O PQO09 SaleManager & Thigt lap & Thidt lap a2 Xem Sirdung
O  pooos Marketing @ Thist lap @ Thiét lap a2 Xem Sirdung
M Guén Iy khéich hang
O PQOO7 Sales @ Thiét lap & Thiét lap 2 Xem Sirdung
O  Ppooos R&D @ Thidtp @ Thidt lop a2 Xem Sirdyng
O PQO04 Hardware @ Thiét lap & Thiét lap 2 Xem Sirdung
QUANLY TiN HIEU GIAC THONG
o Thetep O  pooos Software @ Thidtp @ Thidt lop a2 Xem Dimg sir dyng
O PQ0010000 Systems @ Thiét lop @ Thiét lép 22 Xem Dimng sitdyng
O paoo2 Administrators @ Thigt lap @ Thidt lop a2 Xem Sirdyng
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Hinh 4: Tuy chinh hién thi s6 lugng ban ghi trén mai trang.
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Téng quan / Tai khoan

Nhom phén quyén

4.2 Thém md&i nhém phan quyén

TUYEN
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@ Nguyén van A
..

Excel

B Toemsi

U PQ003 Software & Thiét lap & Thiét lap 2 Xem Dimg sirdung
O PQ0010000 Systems & Thiét lap & Thiét lap =, Xem Dimg s dung
O PQO02 Administrators @& Thiét lap @ Thiét lap 2% Xem Sirdung
10 [ 2 | Dang xem 11 - 13 / Téng s6: 13
Hinh 5: Phan trang dir liéu danh sach nhém quyén.
Khi can khdi tao mot nhém vai tro hodc phan quyén mdi cho nhan sy
1. Trén thanh céng cy, nhap chon nit Tao méi (mau xanh duang).
Téng quan / Taikhodn = Nouydn vén A
Nhém phén quyén = 2 € g o QI
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O dev

O  paooz

TEN PHAN QUYEN

test_2

test2

buihuuchau full quyén

Developer

admin

SaleManager

Marketing

Sales

Hardware

@ Thigtlap
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Hinh 6: Nat bdm khdi tao nhém quyén mdi trén thanh céng cu.

2. HOp thoai Tao méi phan quyén xuat hién:

® Dimgsirdung

TUYEN BUGNG

& Thiét lap

& Thiét lap

& Thiét lap

& Thiét lap

& Thiét lap

& Thiét lap

& Thiét lap

& Thiét lap

& Thiét lap

& Thiét lap

& Excel v
DANH SACH TAI KHOAN sDuNG 1
2 Xem Strdung
2 Xem Strdung
2 Xem Strdung
2 Xem Strdung
2 Xem Diing sir dung
2 Xem Sitdung
2 Xem Sitdung
2 Xem Sitdung
2 Xem Sitdung
2 Xem Sitdung



Tao phan quyén

Hinh 7: Giao dién biéu mau tao méi nhém phdn quyén.

3. Nhap day du cac truéng thong tin:
- Ma phan quyén (*): Nhap ma dinh danh duy nhat (chi bao gom chit cai va s6, khdng chlta ddu cach hay ky
tu dac biét).
- Tén phan quyén (*): Nhap tén mo ta ro rang vai tro (t6i da 100 ky tu).
- Ghi chi: Nhap tom tat pham vi, déi tugng ap dung ciia nhdm quyén (t6i da 255 ky tu, tuy chon).

Tao phén quyén

Ma nhém phan quyén *
Newbiel

nhém phan quyén *

Ngubi diing méi

Ghi chi

Déinh cho ngusi ding moi

Hinh 8: Bién ddy du théng tin hop [é vao biéu mau.

4. Nhan nut Tao méi & géc dudi bén phai hdp thoai dé hoan tat.
5. Hé théng hién thj thong bao thanh cong va nhom quyén méi dugc bé sung ngay 1ap tic vao bang danh
sach:



-y, Téng quan / Tai khodn "
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TONG QUAN

@ Cai dgt méic dinh @ ® Dimg sirdyng [ Taoméi & Excel v
O MA PHAN QUYEN i TENPHAN QUYEN i MENU TUYEN DUGNG DANH SACH TAI KHOAN sIDUNG

Nh6m phan quyén - " &
(REDCTE | ) Newbiel Nguéi ding mai @ Thigt lap @ Thigtlap & Xem Sirdung |

] test 2 test_2 @ Thit lap @ Thi€tlap R Xem Sirdung
] test2 test2 @ Thit lap @ Thi€tlap R Xem Sirdung
] buihuuchau buihuuchau full quyén @ Thit lap @ Thi€tlap R Xem Sirdung

@ Cai dgthe théng
] dev Developer @ Thit lap @ Thi€tlap R Xem Sirdung
] test ‘admin @ Thit lap @ Thi€tlap R Xem Dimg sif dung
(@] PQ009 ‘SaleManager @ Thit lap @ Thi€tlap R Xem Sirdung

f1 Quan Iy khdch hang
] PQ009 Marketing @ Thit lap @ Thi€tlap R Xem Sirdung
] PQ007 Sales @ Thiétlap @ Thi€tlap 2R Xem Strdung
] PQ005 R&D @ Thiétlap @ Thi€tlap 2R Xem Strdung

QUAN LY TiN HIEU GIAO THONG
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Hinh 9: Théng bdo tao mdi nhém quyén thanh céng.

4.3 Xem chi tiét va cap nhat thong tin nhém quyén
Khi can xem chi tiét hoac thay déi tén hién thi, ghi chti cia nhém quyén:

1. Nhap truc tiép vao Ma phan quyén hoac biéu tugng cay but Chinh sira tai c6t thao tac cia hang tuang ng.

2. HOp thoai Cap nhat phan quyén sé md ra vdi cac thong tin hién tai:

Sita phén quyén

Ma nhom phan quyén *

Tén nhém phan quyén *

Nousi diing mdi (cap nhét ver 2.2)

Déinh cho ngusi diing méi

Hinh 10: Giao dién biéu mdau cdp nhdt théng tin nhém quyén.

['IMPORTANT]
- M3 phan quyén: Mac dinh dugc hé théng khoéa chinh stra ( disabled ) d€ dam bao tinh an toan dir liéu va
tinh nhat quan cta hé théng phan quyén. Ngusi ding c6 thé nhap vao biéu tugng cay bt chi & cudi 6 nhap



liéu d€ ma khoa chinh slra néu can thiét; tuy nhién, hé théng khuyén cao han ché téi da viéc sira ma nay dé
tranh anh hudng dén cac lién két cau hinh hién cé.

- Tén phan quyén: Bat budc nhép, d6 dai t6i da 100 ky tu va tuyét déi khéng dugc dat triing véi bat ky
nhém phan quyén nao khac da cé trong hé théng.

3. Tién hanh cap nhat théng tin theo nhu cau, sau dé nhan nut Cap nhat.

4. Hé théng ghi nhan thay déi va hién thi théng bao thanh cong:

I-"4S Téng quan / Taikhodn n
) = R .
‘ Nhém phﬁn quyén L ©  Cap nhatd liéu thanh céng!
TONG QUAN
@ Caidgt mgc dinh . © ® Dimg sitdung B Taoméi & Excel v
O MA PHAN QUYEN I TEN PHAN QUYEN n MENU TUYEN BUONG DANH SACH TAI KHOAN SUDUNG
Nhém phan quyén -
(R DCE () Newbiel Ngui diing méi (cap nhat ver 2.2) @ Thistlap @ Thigt lap 2 Xem Strdung
O test2 test_2 @ Thiétlap & Thistlap 2 Xem Sitdung
O test2 test2 @ Thiétlap & Thistlap 2 Xem Sitdung
O buihuuchau buihuuchau full quyén @ Thiétlap & Thiét lop K Xem Sirdung
Gai diit hé théng
O dev Developer @ Thiétlap & Thistlap 2 Xem Sitdung
a test admin @ Thiétlap & Thiét lap K Xem Dimg sir dung
O  Pqoog SaleManager @ Thiétlap @ Thigtlap 2 Xem Sitdung
f1 Quén Iy khéch hang
O  Pqoog Marketing @ Thiétlap @ Thigtlap 2 Xem Sitdung
O  Ppaoor Sales @ Thiétlap @ Thigtlap 2 Xem Sitdung
O  Pqoos R&D @ Thiétlap @ Thigtlap 2 Xem Sitdung
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Hinh 11: Théng bdo cdp nhdt théng tin nhém quyén thanh céng.

4.4 Cau hinh ma tran phan quyén Menu chic nang
Day la tac vu cbt 16i gitp xac dinh nguai dung thudéc nhom quyén dugc phép tuong tac véi nhitng tinh nang nao
trong phan mém:

1. Tai bang danh sach, tim nhém quyén can ciu hinh va nhdp vao biéu tugng lién két tai cot Thiét 1ap quyén
Menu.

2. HOp thoai Thiét 1ap quyén Menu xuat hién dudi dang ma tran bang phan quyén:



Chinh sifa phan quyén menu

Menu ngudii ding  Menu Admin

TENMENU i NHAP EXCEL XUAT EXCEL

TONG QUAN

@ Cai dgt m&c dinh

Thong tin

Gai dét danh muc

Gai diit chung

2® Tdi khodn

Hinh 12: Ma trdan phan quyén chidc ndng Menu cho nhom vai tro.

3. Quy tac thao tac trén ma tran quyén:

- Cac chlic nang dugc phan nhom rdé rang theo tung danh muc: Chic ndng Quan tri (Admin Menu) va Chuc
ndng Nguoi dung (User Menu).

- Tuong (g véi mbi dong chiic nang, ngudi dung co thé cap cac quyén cu thé:

o

o

[e]

Xem: Cho phép truy cap va xem di liéu man hinh chlc nang.

Tao mai: Cho phép khdi tao ban ghi mdi.

Chinh stra: Cho phép cap nhat dit liéu hién cé.

Xéa: Cho phép xda di liéu khodi hé thong.

Xuat Excel: Cho phép tai danh sach di liéu ra bang tinh Excel.

Nhap Excel: Cho phép dua dit liéu hang loat vao hé théng tir tép mau.

Ban c6 thé tich chon 6 & dau dong dé chon nhanh toan b cac quyén cda tinh nang do, hoac tich chon 6
tiéu dé cot d€ ap dung déng loat cho toan bd cac man hinh.



Chinh sita phén quyén menu

Menungudi ding  Menu Admin

TEN MENU i NHAP EXCEL XUAT EXCEL

TONG QUAN

© Cai dgt mac dinh

Thong tin

Gai dt danh myc

Gai ddt chung

2R Tai khoan

Nhom phan quyén

Téi khodn

Gigi han truy cap

Hinh 13: Thao tdc tich chon cdc quyén tuong uing va nhdn Luu trdr.

4. Sau khi hoan tat lua chon, nhan nat Luu trir. Hé théng sé dong b quyén mdi vao cg sé dir liéu va tu dong
lam md&i bd nhé dém quyén clia cac tai khoan lién quan.

4.5 Cau hinh phan quyén Tuyén dudng chiéu sang
Tinh ndng nay cho phép phéan viing dia ban quan ly dén tin hiéu va ta diéu khién chiéu sang cho nhém quyén:

1. Tai bang danh sach, nhap vao biéu tugng tai c6t Thiét 1ap quyén Tuyén dudng ciia nhém quyén can cau
hinh.

2. HOp thoai phan quyén tuyén dudng xuat hién dudi dang Cay phan cap (Tree View):

Chinh sita phén quyén tuyén dudng

Root
[TDOO1] Phusng Phi Lgi
[TD01] Bai 18 binh duong
[TD00011] Cach Mang Théng 8
[TD0000123] DButing 30/4
[TD0O015] Lé Héng Phong
[00021] Huynh Véin Ly

[0002] Phuing Lai Thiéu

[TBT] Trédn Binh Trong

[TVO] Trén Vé&n On
[bd001] Bau Bang

[0033] Bili Hitu Nghiar

Hinh 14: Cdy danh muc phan cdp tuyén dudng chiéu sang.



3. Ca ché chon tuyén dudng:
- Tat ca tuyén dudng: NéEu tich chon vao nut cao nhat Tdt cd tuyén dudng, nhdm quyén sé dugc phép quan
ly toan bo hé théng chiéu sang trén toan thanh phé/khu vuc.
- Chon tuyén dudng cu thé: Ngudi dung cé thé mé rong tiing nhanh cay khu vuc/quén huyén va tich chon
cac tuyén dudng cu thé€ ma nhom quyén dugc phép van hanh.

Chinh sita phén quyén tuyén dudng

Root
@ [TD0O1] Phutsing Phi Lgi
@ [TDO1] Bai 16 binh duong
@ [TD00011] Géch Mang Thang 8
®[7D0000123] Buiing 30/4
@[ TD0015] Lé Hong Phong
& [00021] Huynh Vén Ly
& [0002] Phuding Lai Thiéu
@[ TBT] Tran Binh Trong
@ [TVO] Trén Van On
[bd001] Bau Bang
[0033] Bui Hitu Nghia

Hinh 15: Tich chon phan vung tuyén dudng quan ly va hoan tdt cau hinh.

4. Nhan nut Luu trir d€ ap dung phan cap dia ban cho nhém quyén.

4.6 Quan ly va tra ciru danh sach tai khoan thuéc nhém quyén
Nham kiém soat nhitng ai dang nam gilt quyén han trong nhom:
1. Tai c6t DS tai khoan, nhap vao sé lugng tai khoan hién thi (vidu: 5 hodc 12 ) clia nhdm quyén tuong Ung.

2. HOp thoai Danh sach tai khoan sé hién thi danh sach toan bd can bd, nhéan vién dugc ap dung nhém quyén
nay:



Danh sdach tai khoan

TEN NGUSI SUDUNG TEN DANG NHAP BON VI CHU QUAN

Dachia testdemo Céng ty Iap dé&t hé thdng IMPCD

tran van A tuyen.tran Céng ty Iap dat hé théng IMPCD

testsession testsession Céng Cty C& Phdn Giai Phap Co Dién MES

yamaha22 yamaha Céng Cty C& Phdn Giai Phap Co Dién MES

testdev testdev Céng Cty C& Phdn Giai Phap Co Dién MES

test2 test2 Céng Cty C& Phdn Giai Phap Co Dién MES

@ XuétExcel

Hinh 16: Danh sdch tai khoan ngudi dung dugc gan nhom quyén.

3. Tinh ndng tim kiém tai khoan: Ngudi ding c6 thé nhap tén hodc email vao 6 tim ki€m dé tra cru nhanh
nhan sy cu thé trong nhom:

Danh séch tai khoan

tranvan d

TEN NGUOISUDUNG TEN DANG NHAP DON VI CHU QUAN

tran van A tuyen.tran Céng ty 1ap dat hé théng IMPCD

@ Xuéit Excel

Hinh 17: Nhdp tu khéa dé tra cuu tai khodn truc thuéc nhém quyén.

4. Trudng hgp chua cé tai khoan: Néu nhom quyén vira tao mdi hodc chua dugc phan bé cho ngudi dung
nao, hé théng sé hién thj trang thai danh sach tréng:



Danh sach tai khoan

TEN NGUSI SUDUNG TEN DANG NHAP BONVI CHU QUAN

Hinh 18: Giao dién khi nhém quyén chua cé tai khoan nao dugc gan.

5. Nhan nut Péng dé quay lai man hinh lam viéc chinh.

4.7 Tam dirng st dung nhom quyén (Dung st dung)

Khi mét nhdém quyén can tam ngling cap phat quyén han hoac dang trong giai doan diéu chinh:

I-y 45 Téng quan / Taikhodn Xem DS tai khoin 2 © o o @ Nguyén vén A
Nhém phén quyén Thit 12p quy2n tuyén duimg L = R Administrators

Xem vh adit Thigt 14p menu quydn
® Dimg sirdung ERCY T @ Excel v

TONG QUAN

@ Cai dit mc dinh

O MA PHAN QUYEN TEN PHAN QUYEN UYEN DUONG DANH SACH TAI KHOAN sUDUNG
Nhém phan quyén - & & .
e ) Newbiel Ngui diing mdi (cap nhat ver 2.2) @ Thistlap & Thigtlap 2 Xem Strdung
] test 2 test_2 @ Thiétlap & Thict lap R Xem Slrdung
] test2 test2 @ Thiétlap & Thict lap R Xem Slrdung
] buihuuchau buihuuchau full quyén @ Thiétlap & Thict lap R Xem Slrdung
B Caidgthg théng
] dev Developer @ Thiétlap & Thict lap R Xem Slrdung
] test admin @ Thiétlap & Thict lap R Xem Dimg sif dung
] PQ009 SaleManager @ Thiétlap & Thict lap R Xem Slrdung
M Quén Iy khéch hang
] PQ009 Marketing @ Thiétlap & Thict lap R Xem Slrdung
] PQOO7 Sales @ Thiétlap & Thict lap R Xem Slrdung
] PQOOS R&D @ Thiétlap & Thict lap R Xem Slrdung

QUAN LY TiN HIEU GIAO THONG

© Thigtiap

10 v <@l 2 > Pangxemi-10/Téngss:14

Hinh 19: Thanh cong cu vdi cdc hanh dong Tdi st dung, Dirng st dung va Xoa.

1. Tich chon mét hoac nhiéu nhém quyén dang & trang thai Pang st dung (nhan mau den mac dinh) bang hop
ki€m & dau dong.

2. NUt Dirng s&r dung (mau xam) trén thanh cong cu sé dugc kich hoat:



Téng quan / Taikhodn
I-""S NI:;mphanquyén e o o Q@Ueinen

Théng béa 1915

dung @ Xéaddchon RO @ Excel v

TONG QUAN

@ Caidgtmicdinh ®

O MA PHAN QUYEN i TEN PHAN QUYEN i MENU TUYEN DUGNG DANH SACH TAI KHOAN SUDUNG
Nhom phan quyén - & £
(LEDCTT: ) Newbiel Ngutsi diing mési (caip nhat ver 2.2) @ Thigtlap @ Thigt lap = Xem Strdung
] test 2 test_2 & Thiétlap @ Thiét lap R Xem Strdung
test2 test2 & Thiétlap @ Thit lap R Xem Strdung
] buihuuchau buihuuchau full quyén & Thiétlap @ Thiét lap R Xem Sirdung
Gai d&it hé théng
] dev Developer & Thiétlap @ Thiét lap R Xem Sirdung
] test admin & Thiétlap @ Thiét lap R Xem Dimg sif dung
] PQO09 SaleManager & Thiétlap @ Thiét lap R Xem Sirdung
Quén Ij khéch hang
] PQO09 Marketing & Thiétlap @ Thiét lap R Xem Sirdung
] PQOO7 Sales & Thiétlap @ Thiét lap R Xem Sirdung
] PQO05 R&D & Thiétlap @ Thiét lap R Xem Sirdung

QUAN LY TiN HIEU GIAO THONG

© Thistiap

10 v <[l 2 > Dangxem1i-10/Tdngsd:14

Hinh 20: Tich chon nhém quyén va nhdp nat Dung st dung.

3. HOp thoai xac nhan xuéat hién, thong bao ré sé lugng nhém quyén sé bi tam ding:

©

Dimg sirdung

Ban c6 chéc chén mudn diing sir dung quyén da chon?

Hily Dimg sif dung

Hinh 21: Hop thoai xdc nhdn thao tdc Dung st dung.

4. Nhan Xac nhan. Hé théng cap nhat tdc thi trang thai sang Dung st dung (nhan mau dd) va hién thi théng
bao thanh céng:



-, Téng quan / Taikhon 9
I 45‘ Nhom phﬁn quyé‘n L ©  Cap nhitdif liéu thanh céng!

TONG QUAN
® Dimg sirdung ERCYY @ Excel v

@ Cai dgt mc dinh

O MA PHAN QUYEN i TEN PHAN QUYEN n MENU TUYEN DUONG DANH SACH TAI KHOAN SUDUNG un
Nhém phén quyén -
(FEHCEE O Newbiel Ngudi diing méi (cép nhat ver 2.2) @ Thigtlap @ Thigt lap 2 Xem Strdung
O test 2 test_2 & Thiétlay & Thiét 16y 2 Xem Sirdung

O test2 test2 @ Thiétlap & Thiétlap 2R Xem

O buihuuchau buihuuchau full quyén @ Thiétlap & Thiét lap & Xem Strdung
Gai diit hé théng

O dev Developer @ Thiétlap & Thiétlap 2R Xem Sirdung
0O test admin ® Thigtlap & Thiét lap R Xem Ding sif dung
O  Pqoog SaleManager ® Thigtlap & Thiét lap R Xem Sirdung

M Guén Iy khéch hang
O  Pqoog Marketing ® Thigtlap & Thiét lap R Xem Sirdung
O  paoor Sales ® Thigtlap & Thiét lap R Xem Sirdung
O  Ppqoos R&D ® Thigtlap & Thiét lap R Xem Sirdung

QUAN LV TiN HIEU GIAO THONG

© Thistlap

10v <[l 2 > Pangxemi-10/Tdngss:14

Hinh 22: Nhém quyén da dugc chuyén sang trang thai Dung su dung.

4.8 Kich hoat lai nhém quyén (Tai sir dung)
Dai vai cac nhdm quyén dang & trang thai Ding st dung, ngudi dung c6 thé kich hoat hoat déng trd lai:

1. Chuyén sang thé loc Dirng str dung hoac xem tai thé Tat ca.

2. Tich chon cac nhém quyén cé nhan trang thai mau do can kich hoat lai:

-, Téng quan / Taikhodn = Py Nouydnvéin A
. a 2 2 2 ¥ G 0O .
Nhom phan quyén A
T8NG QUAN
0 Caidat méc dinh ® Diing sitdung @ Xéa dachon @ Tgoméi & Excel v
()] MA PHAN QUYEN i TEN PHAN QUYEN i MENU TUYEN DUBNG DANH SACH TAI KHOAN sUDUYNG i
Nhém phan quyén -
(FCRE O Newbiel Ngusi diing masi (cap nhat ver 2.2) & Thigt lap @ Thigtlap @ Xem Sitdung
(] test 2 test_2 & Thiét lap & Thiétlap ! Xem Sirdung
(] test2 test2 & Thiét lap & Thiétlap 2 Xem Dimg sif dung
O buihuuchau buihuuchau full quyén & Thiét lap & Thiétlap 2 Xem Sirdung
Cai diit hé théng
0 dev Developer & Thigtlap @ Thiétlap 2 Xem Sirdung
test admin & Thiét lap @ Thiét lap 2 Xem Dimg sir dung
a PQO09 SaleManager & Thiét lop & Thi€tlap R Xem Slrdung
M Quén Iy khédch hang
a PQO09 Marketing & Thi€tlop & Thiét lap 2 Xem Slrdung
O  poo7 Sales @ Thigtlap @ Thiétlap R Xem Sitdung
O  pqoos R&D @ Thigtlap @ Thiétlap R Xem Sitdung

QUAN LV TiN HIEU GIAO THONG

© Thistiap

10 v <[ 2 > Pangxem1-10/Téngss:14

Hinh 23: Tich chon cdc nhém quyén can kich hoat lai trén danh sdch.

3. Nhép nut Tai sif dung (mau vang cam) trén thanh céng cu.

4. Hop thoai xac nhan kich hoat xuat hién:



V)
~A

Tdi sitdung

Ban ¢4 chéc chén muén téi sit dung quyén dé chon?

Hity Téi sirdung

Hinh 24: Hop thoagi xdc nhdn thao tdc Tdi st dung.

5. Nhan Xac nhan. Trang thai cdc nhom quyén da chon sé ngay lap tic chuyén thanh Dang sir dung (nhdn mau
den mac dinh):

Téng quan / Taikhodn

I-' 4 N = © hit dif ligu thanh i

A A - =] at di ligu ti ong!
5 Nhém phén quyén 4p nhat i liéu thanh cang!

TONG QUAN

© Caidat méc dinh A ® ® Dimg sirdung B Tao méi @ Excel v
O MA PHAN QUYEN i TEN PHAN QUYEN i MENU TUYEN DUGNG DANH SACH TAI KHOAN SUDUNG

Nhém phan quyén - & & .
(REDCT: ) Newbiel Ngutsi diing mdi (cap nht ver 2.2) & Thigtlap @ Thist lap 2 Xem Strdung

(] test 2 test_2 & Thiétlép @ Thiét lap « Xem Slrdung
a test2 test2 & Thiét lap @ Thiét lap Q2 Xem Dimng sif dung
O buihuuchau buihuuchau full quyén @ Thiét lap @ Thiét lap « Xem Sirdung

B Caidathg théng
O dev Developer & Thiét lap @ Thiét lap R Xem Sirdung
O test admin & Thiétlap @ Thiét lap R Xem Sirdung
O PQ009 SaleManager & Thiétlép @ Thiét lap 2 Xem Strdung

M1 Quén Iy khach hang
] PQ009 Marketing & Thiétlap @ Thiét lap 2 Xem Slrdung
a PQOO7 Sales @ Thiét lap @ Thiét lap Q2 Xem Sirdung
a PQO05 R&D @ Thiét lap @ Thiét lap Q2 Xem Sirdung

QUAN LY TiN HIEU GIAO THONG:

© Thistiap

10 v < n 2 > Dangxem1-10/T8ngsé:14

Hinh 25: Théng bdo tdi si dung nhém quyén thanh céng.

4.9 X6a nhém quyén hang loat va cadc nguyén tac an toan dir liéu
Thao tac xéa chi ap dung doi véi cac nhdom quyén thira, dugc tao thir nghiém hodc khéng con ap dung trong co

cau t6 chuc;

[!CAUTION]

Thao tac x6a nhdom quyén sé loai bd cau hinh vai tro khoi hé théng. Néu co tai khoan ngudi dung dang dugc



gan vao nhém quyén nay, ban can chuyén dai tai khoan sang nhom quyén khac trudc khi xdéa dé tranh gian
doan quyén truy cap cta nhan su.

1. Tich chon cac nhdom quyén can xoda trén bang di liéu.

2. Nhap biéu tugng thung rac mau do (Xéa da chon) trén thanh cong cu:

=y, Téng quan / Taikhodn
I 4S , N - = 2 € o o @ °
Nhém phén quyén ® Ad
TONG QUAN
@ Caidgt mgc dinh ® S Taisitdung @® Dimg sif dung @ Xéadach B Tao méi & Excel v
(@] MA PHAN QUYEN i TEN PHAN QUYEN i MENU TUYEN DUGNG DANH SACH TAI KHOAN slrDunG
Nhém phan quyén - o & .

(REDCT: ) Newbiel Ngutsi diing mdi (cap nhat ver 2.2) & Thigtlap @ Thigt lap 2 Xem Strdung
test_2 test_2 & Thiétlap @ Thiét lap R Xem Strdung
test2 test2 & Thiétlap @ Thit lap R Xem Dimg sif dung
a buihuuchau buihuuchau full quyén & Thiétlap @ Thiét lap R Xem Sirdung

B Caidiths théng
a dev Developer & Thiét lap @ Thiét lap R Xem Sirdung
a test admin & Thiét lap @ Thiét lap R Xem Sirdung
a PQO09 SaleManager @ Thiét lap @ Thiét lap Q2 Xem Sirdung
i Guén If khéch hang
a PQO09 Marketing @ Thiét lap @ Thiét lap Q2 Xem Sirdung
a PQOO7 Sales @ Thiét lap @ Thiét lap « Xem Sirdung
a PQO05 R&D @ Thiét lap @ Thiét lap « Xem Sirdung

QUAN LY TiN HIEU GIAO THONG

o Thistigp

10 v <n 2 > Dangxem1-10/T8ngs8:14

Hinh 26: Chon cdc nhém quyén can x6a va nhdp biéu tugng thung rdc.

3. HOp thoai canh bao bdo mat mau do hién thj yéu cau xac nhan hanh déng:

©

Xéa phéan quyén

Ban ¢6 chiic chén mun x6a phan quyén da chon?

SR “

Hinh 27: Hp thoai canh bdo va xdc nhén xéa vinh vién nhém quyén.

4. Doc k§ cdnh bao va nhan Xac nhéan.

5. Hé théng thuc hién xda an toan, loai bo cac ban ghi khéi bang va hién thi thong bao thanh céng:



-y, Téng quan / Taikhodn 'y
I 45 Nhom phén quyén = © x6adiliéu thanh cong!

TONG QUAN

@ Gaidgt mdc dinh ® ® Dimg sirdung [ Tao méi & Excel v
O MA PHAN QUYEN i TEN PHAN QUYEN i MENU TUYEN DUGNG DANH SACH TAI KHOAN SUDUNG

Nhém phan quyén - & £
(LEDCTT: ) Newbiel Ngutsi diing mési (caip nhat ver 2.2) @ Thigtlap @ Thigt lap = Xem Strdung

] buihuuchau buihuuchau full quyén & Thiétlap @ Thiét lap R Xem Strdung
O dev Developer & Thiétlap @ Thiét lap R Xem Strdung
O test admin & Thiétlap @ Thiét lap R Xem Sirdung

B Caidithé théng
O PQO09 SaleManager & Thiétlap @ Thiét lap R Xem Sirdung
O PQO09 Marketing & Thiétlap @ Thiét lap R Xem Sirdung
O PQOO7 Sales & Thiétlap @ Thiét lap R Xem Sirdung

B Quén Iy khdch hang
O PQO05 R&D & Thiétlap @ Thiét lap R Xem Sirdung
O PQO04 Hardware & Thiétlap @ Thiét lap R Xem Sirdung
O PQO03 Software & Thiétlap @ Thiét lap R Xem Dimg sif dung

QUAN LY TiN HIEU GIAO THONG

© Thistiap

10 v <[ 2 > Dangxem1i-10/Téngss:12

Hinh 28: Théng bdo x6a nhom quyén thanh céng.

4.10 Xuat danh sach nhém quyén ra tép Excel (.xlsx)
Dé trich xuat di liéu phan quyén phuc vu cong tac ki€m toan, 1ap bao cao dinh ky hoac luu trit ho so:

1. Trén thanh c6ng cu, nhap chon biéu tugng Xuat Excel (hinh tép tin).

2. H6p thoai xac nhan xuat dir liéu hién thi:

Danh sach tai khoan

tranvan a

TEN NGUOI SUDUNG TEN DANG NHAP DON VICHU QUAN

tran van A tuyen.tran Céng ty l&p dé&t hé théng IMPCD

@ XuétExcel

Hinh 29: Xac nhdn xudt dit liéu danh sach nhém quyén ra Excel.

3. Nhan Xac nhan. Hé thong lap tic x{ ly va thong béo tién trinh trich xuat:
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Hinh 30: Théng bdo xu ly xudt dit liéu thanh cong.

FEZ Table Styles -
T Cell Styles -

oo NIEEW - o -

& Not uploaded
B Q

B X =Y

Fill - AutoSum - Sort- Filter~ Freeze Panes~ Find~
73 Al Formula
N o 3 a R s

4. Tép bang tinh Excel ( .x1sx ) sé dugc trinh duyét tu déng tai xuéng may tinh cta ban:

on-groups

ITMS manag..

O =

Danh sach tai khoan

tranvana

TEN NGUOGI SUDUNG

tran van A

Hinh 31: Tép Excel danh sdch phdn quyén dugc

TEN DANG NHAP

tuyen.tran

@ Xuét Excel

tai vé hoan tdt.

DON VI CHU QUAN

Cong ty I&p dat hé théng IMPCD

m @

Danh_sach tai_khoan _24-09-2026.xIsx




5. Bang cau hoi thuong gap (FAQ & Troubleshooting)

? Cau hai 1: T6i c6 thé chinh sira M3 phan quyén sau khi da tao khéng?

* Giai dap: Mac dinh, trudng M3 phéan quyén sé bi khoa ( disabled ) trong biéu mau cap nhat dé bao dam an
toan dir liéu va tinh toan ven cla lich st kiém toan. Tuy nhién, ngudi dung cé thé nhap vao biéu tugng cay
bat chi tai dudi 6 nhap liéu dé€ ma khda va chinh stia khi c6 nhu cau dac biét. Hé théng khuyén cao han ché
t6i da viéc sira ma nay dé tranh phat sinh sai léch véi cac cau hinh phu thudc. Ngoai ra, Tén phan quyén khi
tao mdi hodc cap nhat bat budc khéng dugc dat trung lap véi bat ky nhoém quyén nao khac.

? Cau héi 2: Nat "Tai sir dung” hodc "Durng st dung"” trén thanh céng cu bi ma (disabled)?
® Nguyén nhan va cach xu ly:
1. Chua chon dong nao: Ban can tich chon it nhat mot 6 checkbox ciia nhém quyén trong danh sach.

2. Trang thai khong hgp lé:
o Nt Ding st dung chi sang khi trong sé cac nhém quyén dugc chon c¢é it nhat mot nhéom dang & trang

thai Bang su dung.
o Nt Tdi st dung chi sang khi trong s6 cac nhdm quyén dugc chon cé it nhat mét nhém dang & trang thai

Dung su dung.

? Cau hdi 3: Sau khi t6i thay déi quyén Menu cho nhém quyén, ngudi dung cé can dang xuat
khong?
® Giai dap: Hé thong ITMS tich hgp ca ché lam méGi bo nhé dém ty déng. Ngay khi ban nhan Luu trir trén ma

tran phan quyén Menu, hé thdng sé kich hoat déng b6 quyén. Nguai dung chi can tai lai trang trinh duyét
(nhdn F5 hodc ctrl + R ) la sé thay ngay cac tinh nang dugc bé sung hoac gidi han theo cau hinh méi.

? Cau héi 4: Nhém quyén hé théng (System Role) khac gi so véi Nhém quyén théng thuang?

* Giai dap: Nhom quyén hé théng la cac vai tro c6t 16i dudc thiét 1ap sén khi khdi tao phan mém (nhu Siéu
quan trj vién - Super Admin). Cac nhém quyén nay cé c& bao vé, khdng thé bi xdéa va mét sé quyén han quan

tri t6i cao ludn dugc duy tri nham tranh su cé khda quyén toan hé théng.

6. Kénh hé trg ky thuat

Khi gap khé khan trong qua trinh thao tac phan quyén hoac can hé trg chuyén sau vé bao mat hé théng, vui
long lién hé:

* Bo6 phan Ho trg Van hanh: Phong K§ thuat Hé théng ITMS

* Hotline Ky thuat: 1900 xxxx (Nhanh 2 - H6 trg Phan mém)

® Email Ho trg: support@itms-lighting.vn



* Thdi gian ti€p nhan: 24/7 d6i vai cac sy ¢ khda quyén van hanh khan cap.



PHU LUC TAI LIEU

Phu luc A: Bang ma trang thai & Thong diép phan hoi hé théng

Trang thai /
Thao tac

Pang sir dung

Dirng st dung

Tao m@Gi thanh
cong
Cap nhat thanh

cong

Xéa thanh cong

Phu luc B: Danh muc phim tat & Thao tac nhanh

Thao tac

Tim kiém nhanh

Poéng hop thoai

Xem chi tiét

Nhan hién Mau sac nhan
thi dién
= Mau den (méc
S dung )
dinh)
Dirng sUr . .
Mau dé
dung
Théng béao oo
Xanh [ cay
Toast
Thong bao Lo
Xanh la cay
Toast

Thong bao oo
Xanh 1a cay
Toast

Phim tat / Hanh déng

Nhap chubt vao 6 tim
kiém
Phim Esc hodc bdm

Hay

Nhap chubt vao Méa phéan
quyén

Chon tat ca quyén mét  Tich 6 vudng déu dong

dong

tinh nang

Y nghia nghiép vu

Nhém quyén dang ¢6 hiéu luc, cac tai khoan dugc gan
quyén hoat dong binh thudng.

Nhém quyén tam thdgi bi khda, quyén han khong ap dung

cho tai khoan.

Nhom phan quyén da dugc khdi tao thanh cong vao co sé
di liéu.

Thong tin tén, ghi chd hoac ma tran quyén da dugc dong
bo.

Ban ghi nhdom quyén da dugc loai bd an toan khoi hé théng.

Hé théng ty déng loc sau 500ms nhap ky tu.

Bdng modal dang md va hdy cac thao tac chua luu.

M& nhanh hop thoai cap nhat va xem thong tin nhom

quyeén.

Bat/tat toan bo cac quyén Xem, Tao, Sia, Xda, Xuat, Nhap

cla tinh nang do.



Phu luc C: Quy chuan cau tric dit liéu nhém quyén

Tén trudng
dir liéu

Ma phan

quyén

Tén phan

quyén

Ghi chu

Trang thai

Kiéu dir
lidu

Chudi ky tu

Chubi ky tu

Van ban

S6 nguyén
/ Chubi

Quy chuan bat budc

Bat budc, chi bao gém chir cai va
s6, khong dau cach, khong ky tu
dac biét

Bat budc, t6i da 100 ky tu,
khong dugc dat trung

Khong bat budc, téi da 255 ky tu

Mac dinh la Pang st dung khi
khai tao

Phu luc D: Lich sir cap nhat tai liéu

Phién

ban

1.0

Ngay cap
nhat

24/09/2026

Ngusi thuc

Ghi chu

Mac dinh bi khoéa ( disabled ), c6 thé bam biéu
tugng bat chi d€ md khoa stra nhung khuyén céo

han ché

Dat tén rd rang, duy nhat trong hé théng, mang

tinh ggi nhé& vi tri/vai tro chiic nang
Mo ta pham vi déi tugng ap dung

Chuyén déi qua lai gitra Dang st dung va Dung
su dung

N&i dung diéu chinh

hién

Khdi tao tai liéu hudng dan ngudi dung hoan chinh cho phan hé

D6i ngdi ITMS

Frontend °
thuc té.

Quan ly Phan quyén va Nhom quyén, tich hgp bé 31 anh giao dién



