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1. Giéi thiéu téng quan

Tinh nang Xac thuc Email (Email Verification) gilp bao dam dia chi thu dién tir da dang ky trén ho so thudc
quyén sd httu chinh chu cia ngudi dung trén hé théng ITMS.

Sau khi xac thuc thanh cong, dia chi Email mang lai nhiéu Igi ich quan trong:

e Khéi phuc mat khau: Nhan ma dat lai mat khau an toan khi ban khéng nhé méat khau dang nhap.

® Xac minh danh tinh & Canh bao an toan: Nhan thong bao bao mat ngay lap tic khi phat hién cé lugt dang
nhap tu thiét bi la.

® Bao cao & Thong bao céng viéc: Nhan cac bao cao dinh ky va thong bao phan cong nhiém vu tu hé théng
ITMS.

2. Diéu kién tién quyét

Trudc khi tién hanh xac thuc, ngudi dung can chuan bi:

* Tai khoan: D3 dang nhap vao hé théng ITMS véi quyén truy cap hgp lé.
¢ Hom thu dién ti: Co quyén truy cap vao hop thu Email (Gmail, Outlook, Webmail doanh nghiép, v.v.) dang
hoat dong binh thudng dé nhan thu chlra ma kich hoat mét lan (OTP).

3. Giao dién & Vi tri truy cap

3.1 Vi tri kich hoat xac thuc tir Thong tin ca nhan

1. Nhap vao tén/anh dai dién cta ban & gdc trén cing bén phai thanh diéu huéng Header va chon “Théng tin
ca nhan".

2. Tai 6 Email, quan sat bi€u tugng xac thuc (hinh khién tron) & géc phai 6 nhap liéu.



Théng tin ca nhan

Tén ngudsi ding
Nguy8n van A
Email
dachia.dev@gmail.com
Ngénngl Ban a8
Viét Nam (Tiéng Viét) v Google Maps

Chirky

3.2 Giao dién hop thoai Xac thuc Email

Khi bdm vao biéu tugng xac thuc, hdp thoai "Xac thuc Email” sé hién thj:

Xac thuc Email X

Biac c6 thé duge diing d& xae minh danh tinh clia ban khi déng nhép
véinh g béo bdo mét quan trong

dachia.dev@gmail.com

Hiy Tiép tuc

4. Huéng dan quy trinh xac thuc tirng budc

[1. Bam xac thyc] —W [2. Xac nhan Email] —P [3. Nhan thu & Nhap OTP] —P [4. Hoan tat]

4.1 Budc 1: M3 hop thoai xac thuc

1. M& clra s6 Théng tin ca nhéan.



2. Nh3p vao biéu tugng xac thuc hinh khién & bén phai 6 Email.

4.2 Budc 2: Xac nhan dia chi Email va gtri yéu cau

1. Tai hop thoai Xac thuc Email, hé thong tu dong dién dia chi email hién co trén ho so cua ban (vi du:
dachia.dev@gmail.com ).
2. Kiém tra tinh chinh xac cua dia chi email (hodc nhap email mai néu can).

3. Nhén nut Tiép tuc mau cam.

['TIP]
Né&u khéng muén tiép tuc, ban c6 thé bam nut Hay (mau xam) hoac bi€u tugng dong & géc trén bén phai dé

dong hop thoai.

4.3 Budc 3: M3 hop thu nhan ma va nhap ma OTP

Sau khi nhan Tiép tuc, hé thong sé gii mét buc thu chira ma OTP dén email cia ban, déng thai xuat hién hop
thoai nhap ma va thong bao goc trén bén phai "Bd gui ma xdc thuc email™:

(© Di gui ma xac thyc email.

Xdc thuc Email

Nhép ma

Nhép ma 6 chif s& ma ching téi da giri dén da***v@gmail.com dé hoan tét

qué trinh xéc thye.

1. M@ tab md&i hoac Ung dung thu dién t& (Gmail, Outlook, v.v.).
2. Tim email gUi tir ITMS vd&i tiéu dé "Ma xac thuc OTP - ITMS".

3. M4 thu dé |ay ma sé xac thuc géom 6 chir sé:
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4. Quay trd lai hé théng ITMS, nhéap lan lugt 6 chif sé nay vao cac 6 tuong Uing trén man hinh.

5. Nhdn nut Tiép tuc mau cam (hodc bam Quay lai néu mudn kiém tra lai dia chi email).

['IMPORTANT]

Luu y quan trong vé ma OTP:

e Ma xac thuyc chi cé hiéu luc trong vong 5 phat.

e Néu qua 5 phat hodc chua nhan dugc thu, hdy bdm vao dong chir "Guri lai ma" (cé biéu tugng lam méi) dé
yéu cau gui ma mdi.

e Vui long kiém tra thém trong thu muc Spam (Thu rac), Junk Mail hodc muc Quang cao (Promotions) néu
khong thady thu trong HOp thu dén.

e Tuyét dbi khong chia sé ma xac thuc nay cho bat ky ai.

4.4 Budc 4: Hoan tat xac thuc va két néi Email

Sau khi nhap ding ma OTP va bam Tiép tuc, hop thoai sé hién thj théng bao két néi thanh cong:



Xdc thuc Email

[T, ®DiachiEmail (3 bakétnsi)
Sl da***v@gmail.com

Dia chi email ciia ban da dugc xéc thyc thanh cong. Md xdc min
va céc thong bao bao mat sé dugc gii toi email nay

1. Man hinh xac nhan trang thai: Dia chi Email [Pa két néi].

2. Hé thdng ghi chd ré: "Bia chi email cua ban dé dugc xdc thuc thanh céng. Ma xdc minh va cdc théng bdo bdo
mdt sé dugc gui toi email nay."

3. Nhan nat Xong mau cam dé hoan tat quy trinh.

4. Khi quay trd lai form Théng tin ca nhdn, dia chi Email da dugc bao vé:
- Hién thi huy hiéu da xac thuc (khién xanh).
- Tu dong khéa chinh sira truc tiép dé bao vé an toan cho tai khoan.

5. Cach thay déi hoac g& bé Email da xac thuc

Khi ban can déi dia chi email méi hoac ngling lién két email ci:

1. M4 lai hop thoai Théng tin ca nhan.
2. Ré chudt vao 6 Email:
- Biéu tugng xda (thuing rac) sé tu dong xuat hién & géc bén phai 6 nhap.
3. Nhép vao biéu tugng xda.
4. Hop thoai xac nhan "Xéa Email?" xuat hién, nhan Xéa Email dé xac nhan g& bo.

5. Sau khi g& thanh cong, 6 Email sé md lai cho phép ban nhap email mdi va tién hanh xac thyc tu dau.



6. Bang cau hoi thudng gap (FAQ & Troubleshooting)

Hién tugng / Thac
mac

Khéng thay email
chira ma OTP
trong hop thu dén

Béo 16i "Ma xac
thuc khong haop

Iéu

Tai sao khong thé
g6 sura truc tiép

vao 6 Email?

Béo 16i "Email
khong diung dinh
dang”

Nguyén nhan cé thé

Email bi phan loai vao hom
thu rac hodc bi b6 loc may

chu doanh nghiép chan

Nhap sai s6 hoac ma OTP
da hét han sau 5 phut

Email da & trang thai xac
thuc an toan

Nhap thiéu ky tv @ hoac

tén mién email

7. Kénh ho trg ki thuat

Hudng dan xur ly

1. Ki€ém tra kj muc Spam / Rac / Junk / Promotions.

2. Chd khoang 1 phut va bam Gri lai ma.

3. Kiém tra xem dia chi email nhap vao da chinh xac tiing ky
tu chua.

Nhap lai chinh xdc ma mdi nhat. Néu ma da qua 5 phat, bam
Gri lai ma dé nhan ma mdi.

Hé théng khoa truc ti€p dé dam bao tinh an toan cho chirc
nang khoi phuc mat khau. Ré chubt vao 6 va bam biéu tuong

x6a dé xda email cli trudc khi nhap email mai.

Dam bao nhép ding dinh dang chuan (vi du:
name@domain.com ), khéng dé khoang trang & dau hodc cudi

chuéi.

Trong trudng hgp may chi email doanh nghiép cua ban chan thu gui tur hé thong ITMS:

Pau méi ndi bd: Lién hé Quan trj vién hé théng clia cd quan/dan vi ban dé dugc kiém tra danh sach tin cay
(Whitelist) thu dién tu.

Tong dai ho trg ky thuat ITMS: 1908 xxxx (Nhanh 1 - Hb trg phan mém)

Email tiép nhan su c6: support@itms.vn

Cong tiép nhan ho trg: https://helpdesk.itms.vn



PHU LUC TAI LIEU

Phu luc A: Bang ma trang thai & Ma 16i xac thuc Email thudng gap

Bang téng hdp cac ma phan hai tir hé théng khi gui yéu cau va xac thuc dia chi Email:

Ma phan héi
(HTTP/Status)

400 Bad Request

401 Unauthorized

409 Conflict

422

Unprocessable

429 Too Many
Requests

500 Internal

Server Error

Théng bao hién
thi trén giao dién

Email khéng diing
dinh dang

Phién ddng nhdp
da hét han

Email nay da
dugc st dung bdi
tai khoan khdc

Ma xac thuc
khéng chinh xdc
hodc da hét han

Vi long cho
trudc khi yéu cau
gui lgi ma

Khéng thé guri
email xdc thuc luc

nay

Nguyén nhan ky thuat & Nghiép
vu

Cu phap dia chi email sai quy
chudn RFC 5322 (thiéu @ , thiéu

tén mién hodc chira ky tu dac biét).

Phién lam viéc clia ngugi dung da
két thuc trong khi thao tac.

Dia chi email vira nhap da dugc
xac thuc lién két v8i mot tai khoadn

ngugi dung khac trong hé théng.

Ngugi dung nhép sai 6 chir s6 OTP
hoac ma da hét han hiéu luc (5
phut).

Nhan nuat gui lai ma nhiéu lan lién
ti€p vugt qua tan suat cho phép
(Rate Limit).

Dich vu gUi thu dién t& (SMTP /
Mail Service API) ctia hé théng gap
su ¢ két néi tam thai.

Phu luc B: Danh muc phim tat & Thao tac nhanh

Hudng khac phuc

Kiém tra lai dia chi email, @@m bao
viét lién khong dau va khong chira

khoang tréng thua.

Tién hanh dang nhéap lai hé théng
va thuc hién lai budc xac thuc.

SU dung dia chi email ca
nhan/cong vu khac chua tiing
kich hoat trén hé thong ITMS.

Kiém tra email mai nhat dé 1ay ma
dung, hodc nhan Gui lgi ma dé
nhan ma mai.

Dagi dong hé dém ngugc két thuc
(khoang 60 giay) trudc khi nhan
gui lai.

Chg vai phut va thu gti lai, hodc

lién hé quan trj vién hé théng dé
ki€m tra may chu gui thu.

Nham hé trg thao tac thuén tién trén biéu mau xac thuc, ngudi dung cé thé sir dung cac phim tat sau:



Phim tat / Thao
tac

Enter

Tab

Shift + Tab

Esc

Nhap phim sé
(0-9)

Backspace

Vi tri ap dung

Tai 6 nhap email hoac 6
nhap ma OTP

Toan b6 hop thoai

Toan b6 hop thoai

Khi hop thoai xac thuc
dang hién thi

Tai cac 6 nhap OTP 6 s6

Tai cac 6 nhap OTP 6 s6

Chirc nang thuc thi

GUi yéu cau tiép tuc / Xac nhan ma OTP ngay lap tic ma khéng
can nhap chuét vao nut Tiép tuc.

Di chuyén con tré tuan tu qua cac trudng nhép liéu, nat Hay, nat

Quay lai va nut Tiép tuc.
Di chuyén con tré ngudc lai & nhap liéu hodc nit lién trudc.

Dong nhanh hop thoai xac thuc (tuang duong nhdn nat Hay hoac
bi€u tugng déng).

Ty déng dién s6 vao 6 hién tai va tu déng chuyén con trd sang 6
tiép theo.

Xoa s6 & 6 hién tai va ty dong Iui con tro vé 6 lién trudc.

Phu luc C: Khuyén nghi cau hinh bd loc thu & Whitelist Email doanh nghiép

D& dam bao email chira ma OTP va cac thong bao khan cap ti ITMS ludn dén dugc Hop thu dén (Inbox) ma

khong bi hé théng tudng Itra hodc bé loc thu rac ngan chan:

1. Dia chi gui thu chinh thic tir hé thong

* Tén ngudi gui (Sender Name): ITMS System hodc Hé théng ITMS

* Pia chi gri (From Address): no-reply@itms.vn

e Tiéu dé thu OTP chuan: M3 xac thuyc OTP - ITMS

2. Huéng dan thiét lap Whitelist cho ngudi dung ca nhan

® V@i Gmail: Nhap vao email nhan dugc, chon biéu tugng 3 cham & géc phai = Chon Thém "no-

reply@itms.vn" vao danh ba (Add to Contacts) hodc bam Khéng phai thu rdac (Report not spam) néu email

nam trong hom Spam.

® V@i Microsoft Outlook: Ré chuét vao dia chi thu = Chon Thém vao danh sdch nguci gui an toan (Add to
Safe Senders List).

3. Khuyén nghi danh cho Quan tri vién Mail Server doanh nghiép

® Cau hinh cho phép tén mién itms.vn di qua bd loc Spam Gateway.

® Xac thuc SPF (Sender Policy Framework) va DKIM cla tén mién gui thu tir hé théng ITMS dé ngan chan tinh
trang dua thu vao hang dgi kiém duyét (Quarantine).



Phu luc D: Lich st cap nhat tai liéu (Document Revision History)

Phién Ngay cap Ngudi thuc . .
o R . No6i dung thay doi
ban nhat hién

ITMS Frontend = Khdi tao tai liéu huéng dan xac thuc Email, b6 sung Trang bia chuén in
1.0 22/09/2026 ) . ’
Team an A4, Muc luc nam riéng 1 trang va hé théng Phu luc A, B, C, D.



